ZAP Alert Detalls

If you have any feedback on this topic, please contact us at documentation@appvance.ai

Alert review workflow

Use the linked ZAP alert catalog to understand the alert name and risk category, then review the
affected URL, evidence, confidence, and supporting request/response details in the AIQ result.
Confirm findings in an approved environment before assigning remediation priority.

AlQ has support for ZAP (Zed Attack Proxy), which is a free, open-source penetration testing tool
being maintained under the umbrella of the Open Web Application Security Project (OWASP). ZAP is
designed specifically for testing web applications and is both flexible and extensible. For a

complete list of alerts that can be detected by the ZAP proxy see: ZAP Alert Details
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