Configure SAML Options in
AlQ
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SAML options connect AlQ authentication to an identity provider for single sign-on.

Recommended guidance

e Coordinate changes with the identity-provider owner before updating SAML metadata.
e Keep a verified administrator fallback path before enabling or changing SSO.
e Track certificate expiration dates and renew them before users are impacted.

Validation workflow

1. Collect IdP metadata, entity ID, ACS URL, and certificate details.
2. Enter or update the SAML settings in AlQ.
3. Test login with a limited user group before broad rollout.

Note: Changing SAML can affect user access. Confirm a fallback admin account before saving
production SSO changes.
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If you have feedback on this topic, contact documentation@appvance.ai.
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