How to encrypt scenario's
ec2 cloud config files using
API| calls

There are now options in AlQ UX to encrypt different files with sensitive data needed for CICD
pipeline jobs as seen in the screenshot below for ec2 cloud config files
/AppvanceServer/rest/file/encryptFileContent call. Below you will find examples on how to encrypt
ec2 cloud files used in scenario to start and stop ec2 instances using the en. If you need to encrypt
the CICD credential file used to upload dashboard to Amazon S3 service can use the same
encryptFileContent HTTP call but in this case the payload is not a JSON but the simple text of that
file.
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Cloud Config

Sometimes you need to be able to encrypt files in an automated way using CURL or service suite
files to rotate the AWS credentials. Here we list two ways of achiving the same using AlQ Rest API
calls.

EC2 Cloud config sample unencrypted
structure



<?xml version="1.0" encoding="UTF-8"?> <cloud type="EC2" version="1"> <config-param
key="AIQProtocol" value="http"/> <config-param key="AIQPort" value="8080"/> <config-
param key="Ec2Timeout" value="25"/> <config-param key="AccountName"

value="appvance"/> <config-param key="AWSKey" value="DUMMYDUMMYDUMMYDUMMY" /> <config-
param key="AWSSecretAcessKey" value="dummDUMMYDUMMYDUMMYDUMMYDUMMYDUMMY /> <config-param
key="AMI" value="ami-0dfc3da39bb6f571c"/> <config-param key="InstanceType"
value="t3a.xlarge"/> <config-param key="KeyPair" value="AppvanceOps"/> <config-param
key="Security" value="sg-00d4ef05804c7all7"/> <config-param key="AWSRegion" value="us-
west-1.ec2.amazonaws.com"/> <config-param key="vpcId" value=""/> <config-param

key="subnetId" value=""/> </cloud>

Using CURL

By issuing the following sequence of CURL commands in a Mac/ubuntu terminal you can grab the

resulting encrypted from the resulting JSON response.

Please replace the AIQ controller DNS and the AIQ user credentials, as well as the actual XML text

that you want to encrypt.

curl -c cookies.txt -X POST -d "username=appvance&password=appvance"
http://localhost:8080/AppvanceServer/rest/admin/logginForServices -H "ContentType:
application/x-www-form-urlencoded"curl -b cookies.txt -X POST -d "content=Replace here the xml
of the ec2 cloud file" http://localhost:8080/AppvanceServer/rest/file/encryptFileContent - H

"Content-Type: application/x-www-form-urlencoded"

For Windows OS, you must to modify curl to curl.exe in the above code.

The response for the second curl (encryptFileContent) will be similar to



{"data":
"pma9QDLKQN10Mlkce6L4AHWWW8d/xS3yZuvdeUTPrnCv4s3kNSGzTGicudtuCTvusxiUFfNSVL7A6Z5Br3/1W248GS3j8W
AG5EF7w9sWogHyC5L2JLo/ rHAJgb6qI/NGg4ZE9hy3sobAKkVq7sadFUH3Fg/Pz+0CD94]/PR5X9ChbZ9mIbcctEh73+kqZ
Lf8v21lrgCYibSs957WIUubOsPC3E9XDdgjT53y0GafA8xiIbHbDxaEL4WikoFqglzjLAvkY3h4u/Pcb412XjVNwOUCkx51
ML2943jJRIs7ZQgFYbunLOx0PhJ2R9xzbaljqiBXaiic9VvNmbgIX5RBdcWnw4js6/+wDFKTSHgHrht6KxmwUG7ASghNz8p
ujjf4I0ZX231GPerxgAfD++M511Kf5f2buwYZiBQBFyNCWOF7HIRwu+y2q2M73NZ6WIxzCmQfMeL+ZHHWSFTXxV10eSPdeaX
CtSDwWrY7eKWSOEVQYtPmKRDWiAnkINTDZSBDHN12WNNZTAY1x/izUdS1L7B1djVOmOX3jP41zIEiUuo6wXUqx5BhLT7a2
21VQiSTIK4DZgENVjMDrnYOdHBL1i2mX40kbALfsxrYjj3cmlPI3cVkdUs1skMOqOL8Zs0ZnzmgkUTshoPoxjKvmN32KaN9
Py6UdaoEOHBIekmR7K2cottKvbyBuPQlWSbU8/W2/bMWx03UDPtHDVYiVHLQax+XhuNe0Op5Lfai9jWED3WAdFXXy7KpXJ
Xh6dyx0dKTf1SI+F8IR4w40PIcG2kSSUEQyzbHObjXxXDKiFiozwMYSJrWQobgBHkdX/4V1nw2vUHjI6FASt3c3aWId417L
LkZzEFQxiv3bfEANSwkCTpOraw2jW/04aHpgpDwvOYqCtnHPZHNOtvk0I8JIdOPrf2fMnRIdzj j+81WGOd1UtXPgIZPRAxXX
hippZA8NejomOcj0sQt+NrW8YE4c60/39IRW56e9M3Un6KT/MWqlk4a62HQBChGHAF81+60Wc7HGzN+HSVPWPoRQV8Rgk+
ULAcX+2U2m04w==", "success": true}

Just grab the data contents in the above JSON and save it as a .cloud file name.

Using ServiceSuite

Here is a service suite script that will make the same calls seen above in the CURL example:

// MODIFY THIS TO POINT TO YOUR CONTROLLERvar $controller = "http://localhost:8080"var
$username ="appvance";var $password ="appvance"; // THIS VARIABLE CAN BE USED TO CONSTRUCT
THE EC2 CLOUD XML AS A STRING. PROVIDED BELOW SAMPLE DATA:var ec2CloudText = '<?xml
version="1.0" encoding="UTF-8"?> <cloud type="EC2" version="1"> <config-param
key="AIQProtocol" value="http"/> <config-param key="AIQPort" value="8080"/> <config-param
key="Ec2Timeout" value="25"/> <config-param key="AccountName" value="appvance"/> <config-param
key="AWSKey" value="DUMMYOWGVPHYCUXYASDF"/> <config-param key="AWSSecretAcessKey"
value="dummyxqmHB6IFeJ3KAar7zh3171d4AeQR8Uasdf"/> <config-param key="AMI" value="ami-
0dfc3da39bb6f571c"/> <config-param key="InstanceType" value="t3a.xlarge"/> <config-param
key="KeyPair" value="AppvanceOps"/> <config-param key="Security" value="sg-
00d4ef05804c7all7"/> <config-param key="AWSRegion" value="us-west-1.ec2.amazonaws.com"/>
<config-param key="vpcId" value=""/> <config-param key="subnetId" value=""/> </cloud>"';//
LOGINvar data = new
formData();data.put("username",$username);data.put("password", $password); var resp =

post($controller +



"/AppvanceServer/rest/admin/logginForServices",data);log(resp.getDataString());// ENCRYPT
DATAvar url = $controller + '/AppvanceServer/rest/file/encryptFileContent';var data = new
formData();data.put("content", ec2CloudText);var json = JSON.parse(post(url,

data) .getDataString());log("Encryption success: "+json.success);var encryptedData =

json.data;log("Encrypted text:\n"+encryptedData);

After executing this script the encrypted contents are in the encryptedData variable. Then you can
use writeText service suite command to write it to a file in your repository.

File ~ Options  ~ P-Play Script

[ ServiceSuite_EncryptCloudFile.js X

ar data = new formData();
data.put( ;$username) ;
data.put( +$password) ;
ar resp = post($controller +
log(resp.getDataString());

ar url = $controller +
ar data = new formData();
data.put( , ec2CloudText);
ar json = JSON.parse(post(url, data).getDataString());
log( +json.success)
ar encryptedData = json.data;
rptedData

ServiceSuite_EncryptCloudFile.js (Done)

POST: http://localhost:8080/AppvanceServer/rest/admin/logginForServices. Request Header & Body. Response Header

{"logged": true}

POST: http://localhost:8080/AppvanceServer/rest/file/encryptFileContent. Request Header & Body. Response Header

Encryption success: true

Encrypted cloud:

pma9QDLKOn10Mlkceb6L4AHWWWBA/ xS3yZuvdeUTPrnCv4s3kNSGzTGicudtuCTvusxiUfNSVLTA6Z5Br3/1W248GS3j8WAOSEF7TwIsWogHYC5L2JLo/ rHAJgb6ql /NGg4 ZEShy3sobAK
kvVq7sadFUH3Fg/Pz+0CD94J/PR5X9CbZ9mIbcctEh73+kqZLEBv21rgCYibSs957WIUub0sPC3E9XDdgjT53y0GafA8xiIbHbDxaEL4WikoFgglz jLAvkY3hd4u/Pcb412XjVNwOUCkxS
1ML294 jJRJIs 7ZQgFYbunLOXOPhJ2R9xzbaLljgiBXaiic9VvNmbgJX5RBdcWnw4 js6 /+wDFkTSHgHrht 6KxmwUG7ASghNz8pujjf4I10Z2X2JGPerxgAfD++M511KEf5f2buwYZiBOBFyNCW
9F7HIRwWu+y2q2M73NZ6WIxzCmQfMeL+ZHHWSFTxV10eSPdeaXCtSDwWrY 7eKWSOEvVQYtPmKRDWiAnkInTDZSBDHN1 2WNnZTAY1x/i2UdS1L7B1djV0m9X3 jP412IEiUuc6wXUgxSBhLT
7a221VQiSfIK4DZgENViMDrnY0dHBLi2mX4 0kbALfsxrYjj3emlPI3cVkdUs1skM0gOL8Zs0ZnzmgkUTshoPox jKvmN32KaN9Py6UdaoEOHBIekmR7K2Zcot tKvbyBuPQ1WSbUS /W2 /bM
WxO3UDPtHDvVYiVHLQax+XhuNeOOp5Lfaid jWED3WAdFX Xy 7KpXJIXh6dyx0dKT£1SI+F8IR4w40PJcG2ZkSSuE0yzbHObjxXDKiFiozwMYSJIrWQobgBHkdX /4V1inw2vUH)I6FASt3c3aWl
d417LLkZZEFQxiv3bfEANSwkCTp0raw2 jW/04aHpgpDwv0YgCtnHPZHNO tvkOI8JA0Pr£2 fMnRIdz jj+81WGOd1UtXPgIZPRAxXhippZABNejom0cjOsQt+NrWBYE4c60/39TRWS6e9M
3Un6Kf/MWglk4a62HOBChGHAF81+60WcTHGZN+HSVPWPORQvBRgk+ULACX+2U2ZmO4w==

Playback completed successfully.
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If you have any feedback on this topic, please contact us at documentation@appvance.ai
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